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Intoduction

The INTERREG+ IT system accommodates the monitoring systems of the different cross-border
Programmes for both the 2014-2020 and the 2021-2027 programing periods. The user management
tool of the system supports association of a user account with multiple roles for different projects /
project parts, and/or in different programmes in both programing periods. Therefore, holding multiple
roles has the convenience of accessing many different projects with the same user.

In this manual, the reader is provided with fundamental information on user management in the
INTERREG+.

User Registration

Accessing the system through the appropriate site
The User who wishes to register in the INTERREG+ system, first must access the system by one of the
links below, according to the Programme the User is associated with:

For Front Office of the 2014-2020 programing period (i.e. Lead Beneficiary and/or Beneficiary) users:

https://huhr.interregplus.eu Interreg V-A Hungary-Croatia Co-operation Programme
2014-2020

https://huskroua.interregplus.eu Hungary-Slovakia-Romania-Ukraine ENI CBC Programme
2014-2020

https://husrb.interregplus.eu Interreg—IPA Cross-border Cooperation Programme
Hungary—SerbiaHungary-Serbia

https://skhu.interregplus.eu Interreg V-A Slovakia-Hungary Cooperation Programme

For Front Office of the_2021-2027 programing period (i.e. Applicant, Lead Partner and/or Partner)
users:
https://huskroua.interregplus.eu/21-27 Interreg VI-A NEXT Hungary-Slovakia-Romania-Ukraine
Programme 2021-2027
https://husk.interregplus.eu/21-21 Interreg VI-A Hungary-Slovakia 2021-2027
https://husrb.interregplus.eu/21-27 Interreg VI-A IPA Hungary Serbia 2021-2027

Note that the choice of the access site for user registration does not limit Front Office user access to
other Programmes or programing periods using the same account.

General remarks on user management

The INTERREG+ system identifies and authenticates the user by the unique username and password
combination; to log in the system uses a one-step authentication only; therefore, the username must
be unique. Besides the username, the system requires a unique e-mail address, as well.

The INTERREG+ system uses a so-called user-account solution for user management. The user account
offers the possibility to assign multiple roles/rights to the same user. Thus, it is possible that a user is
assigned to multiple:

e Projects/Project Parts;

e rights, i.e. Applicant, Recording and Signatory user, View user;

e roles, i.e. Project-level (Lead Beneficiary) and Project Part-level (Beneficiary);

e Programmes, i.e. HUHR, SKHU (2014-2020), HUSK (2021-2027), HUSRB, and HUSKROUA.
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Therefore, before registering, it is advised to consider the tasks, roles, and rights the user would be
entitled to and chose the username accordingly.

Rules of username choice:
e the username must be unique — a username can be registered only once in the system;
e only alphanumerical characters (i.e. letters and numbers) can be used — special characters are
forbidden.

Rules of password choice:
e alphanumerical and special characters are allowed,;
e the password must be at least 8 character long;
e the password must contain at least a digit (i.e. 1, 2, 3, etc.), a capital letter (i.e. A, B, C, etc)
and a special character (i.e. *, ?, !, etc.).

In case of a password is forgotten, the password can be reseted by clicking on the Forgot Password?
button on the login window. The system sends an e-mail to the user e-mail address, following the
instructions the task can be completed.
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The process of user registration

Upon accessing the appropriate website, the User should click on the Register button on the opening
login screen.

INTERREG?:

Login

INTERREGH:

Register

fm ot 3 robat

INTERREG

After filling in all the required fields, submit your data by clicking on the Register button at the bottom.

Upon successful registration, the system would ask for e-mail address verification. Please check the
mailbox belonging to the e-mail address provided at registration, and verify your e-mail address by
clicking on the link within.

As the verification e-mail sent by the system contains a link, based on the settings of your local e-mail
client, the verification e-mail may be automatically directed to your spam folder or even to the deleted
items folder. Therefore, please check your settings before commencing the registration process, in
needed contact your local IT professional.

Upon successful e-mail verification, the system would log your new User in automatically; your User
Registration process is successfully done, the user is created in the INTERREG+ system.

INTERREGE: G5y Lo B
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Role Request for User

Please note that registering to any Programmes in the 2021-2027 programing period, the Applicant
role is automatically assigned to the user!

To request a Front Office role (other than Applicant) for your User, use the User Account icon on the
right of main header. A ‘user role request process’ can be initiated by clicking on the Request role
menu item.

NTERREG!, Gargs

s
X
34

[5

By clicking on the Request role menu item, a ‘User role modification’ communication panel opens in.
The User should provide the appropriate information for the requested user role by filling in the
appropriate fields:

e User role request level: here can be chosen the level, which the user requests access to:
o Project-level role— Lead Beneficiary (2014-2020; Project Report) / Lead Partner (2021-
2027; Project Report, Project modification) or;
o Project Part-level role — Beneficiary (2014-2020; Beneficiary Report) / Partner (2021-
2027; Project Partner Report);

e User type: here can be chosen the exact role the user requests:

o Recording user — this type of user is allowed to edit a report, but cannot sign and
submit it;

o Signatory — this type of user is not allowed to edit a report, but can sign and submit it;

o Recording & Signatory — both Recording and Signatory roles are assigned to the user,
can manage both Recording and Signatory user tasks, or;

o View — this type of user is a ‘read-only’ user, only allowed read-only access, no editing
of reports is possible;

e Project / Project Part ID: here the ID of the Project or Project Part must be provided, which the
user requests access to.
Note that only ID of Project / Project Part of the respective Programme can be provided,
through the access site of which the user logged in the system!
The project ID is the same as the application ID, e.g. SKHU/1901/1.1/999 for the Hungary-
Slovakia 2014-2020 Programme or HUSK/2301/1.1.1/A/9999 for the Hungary-Slovakia 2021-
2027 Programme.
The project part ID is the project ID extended with the Beneficiary (2014-2020) or Partner
(2021-2027) ID, e.g. SKHU/1901/1.1/999/B1 for the Hungary-Slovakia 2014-2020 Programme
or HUSK/2301/1.1.1/A/9999/P1 for the Hungary-Slovakia 2021-2027 Programme.
Information on the project (part) ID can be obtained from the Project Form.

e Comment: here the user can provide any additional information, if necessary;

e From /To: the user can indicate the validity period of the user role; in general, it shall be left
empty.

The request can be submitted by clicking on the Continue button at the bottom of the panel. By clicking
on the Cancel button, the request can be withdrawn.
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User role modification

Upon successful request process, a confirmation message appears, and the user receives a
confirmation e-mail to the mailbox provided at registration.

Submitting multiple user role requests at a time is not supported, in such case the below message
appears.

A 1Ol TEqUEST IS already SUbMITEed for YOUr Profile, UnTIIT S In prOJrEss a new I Please CONCACT your Lead PATNET aNG/r Your Programme Manager.

A User may have been associated with more than one project/project part, in such case as many role
request must be initiated as many project/project parts the User wishes to have access to.

Important rules to keep in mind when requesting a role:

e the Project ID or Project Part ID you provide in your request cannot be modified during the
role request acceptance process. In case of inappropriate ID is provided, the request should
be rejected, and a new role request must be initiated.

e A User may fulfill the Lead Beneficiary / Lead Partner (Project-level) user role (Recording
and/or Signatory) and the Beneficiary / Partner (Project Part-level) user role (Recording and/or
Signatory), in such case two separate requests shall be submitted, one for Project-level and
the other is for Project Part-level. Note that as the Project-level Recording user has the right to
attend to role requests of the Project Part-level users, first submit the project-level role request!

e A User may have been associated with Project(s) and/or Project Part(s) of different
Programmes, in such case the user role request must be initiated by accessing the system
through the appropriate site (see links here).

Accepting a Project Part-level Role Request by Lead Beneficiary/Partner

Recording User

The Project Part-level role request acceptance process is made by the Recording User of the Lead
Beneficiary/Partner of the Project to which the user role is requested. The submitted role request can
be found in the Project part user role menu item under the User menu point on the left upper corner
of the screen in the Main Menu. All ever submitted requests are displayed, every unattended role
request is marked as ‘New’ in the status column, the attended ones are marked as ‘Approved’ or
‘Rejected’ (depending on the outcome of their approval processes). As a new role request is submitted,
the corresponding Lead Beneficiary/Partner Recording User is informed by e-mail sent automatically
by the system. The new role request can be attended to by selecting it from the list and clicking on the
Continue button.
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1) After a user role request task is attended to, an information window opens, where all information
on the request and on the associated Project roles are available. Based on the information, the LB
Recording User decides how to proceed:

e by the Cancel button, the request acceptance process can be postponed;

e by the Continue later button, the request acceptance process can be postponed, in this case
the request returns to the pool;

e by the Reject button, the request can be rejected, in such case the process ends, no user role
associations are made, the decision is delivered to the user by e-mail. In case of rejection,
details of the decision can be provided by the Task comment button, this information would
be also included in the e-mail sent by the system;

e by the Continue button, the process can be carried on.

The above described buttons are found at the bottom of the communication window (see below).

= INTERREGE: mo R oo £
® Founazrecorss  » Continue Approve role modification: projectpartuser ] EE
User Project Part bla®@bla.hu . .
Approved

User role request level User type Project / Project part ID

2) a) In case of a positive decision (i.e. Continue) the same information window appears: the upper
part of the window still shows provided data for information, the bottom half, under the Users
tab, is where the user role associations can be made. If any user role association were already
made to the given Project Part, it would be listed here. Under the Users tab, the existing roles can
be modified or new one(s) can be created.

Rules of user role assignment:
e only one Recording User role can be assigned to any given Project or Project Part;
e multiple Signatory User role can be assigned to any given Project or Project Part;
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O @ @ Found2reconss

» Continue

B | user name

projectpartuser

B0 | camment

Wodify Project part usar role: projectparcuser

Full name
User Project Part

- Lo

E.mall sddress
blagbla hu

Approved

User role request level User type Project / Project part 1D
Project part Signatory
Erom T

171212020
171272020

Recording User Project Part

Signatary User Project Part

x Cancel © Taskcommen: ¥ Continuelater  » Done

b) By clicking on the Add ( s ) button (under the Users tab) the requested new user role association
can be started; a communication panel opens. In the opening communication panel, the role must
be set (according to the request) and the start of the user validity (valid from field). The start of the
user validity must be the day of the role request acceptance. The user email is not editable; it is
filled in by the system from the user’s profile.

29:49

= |INTERREGN . § o L procuser £
© @ @ Found1 records Normal project / Project part / User - New ® ® Wl x] 5
{Projccc rojcapar o [[TRSRSR | Usersype User email £ g ———
~ projectpartuser | v || bla@bla.hu e - - - =
[ ] - | el en = [ e —
Comment m -
D oo x cone

¢) When all data are appropriately provided, the user role association is made by clicking on the
Save button. The newly formed user role is listed under the Users tab. Before finishing the
acceptance process the newly formed user roles can be edited or deleted.

The pre-existing user roles cannot be deleted; however, the end of user validity (‘valid to’ field) can
be modified.

= INTERREGE: S— =0 Lo 5
S ® ® Found record: Modify Project part user role: projectpartuser ® Wl [x] [5]
User name. Full name E-mail address ~ I
projectpartuser User Project Part bla@bla.hu -
| Jre— | —
User role request level User type Project / Project part ID
Project part Recording & Signatory
From T
Valid from
v
x Cancel v Continuelater > Done
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3) When all requested (and proven to be correct) role(s) are created, the User Role Request Process

must be finalized by clicking on the ‘Done’ button. By clicking on the ‘Done’ button, the system
sends out a confirmation e-mail to the users involved in the role request.
PLEASE NOTE THAT THE PROCESS CAN BE FINALIZED BY THE DONE BUTTON WITHOUT ADDING
ANY NEW ROLES! In such case, a Confirmation message appears; by clicking on ‘Cancel’, it is
possible to return to the process; by clicking on the ‘Ok’ button, the process is finalized and no user
role associations would be made.

= INTERREGE  rocpues @Gy =28

C ® @ rouna2recorss Continue Confirme MEE
8 vox x Cancel bladbla hu = -
P10 [ comment Approved

If a user role is requested to a Project Part, where there is/are active user(s), then before the request
could be fulfilled the existing user role association must be invalidated by setting the pre-existing
users’ ‘Valid to’ date. After selecting the existing role from the list, the modification can be started by

the & (Modify) button. The existing user’s ‘Valid to’ date must be set to the day before the actual
date, this way the new user’s validity can start with the actual date (i.e. the day of the request
acceptance process).

INTERREG?: 'hr,m W0 R projecuser L3
0 Modify Project part user role: fotestuser2

% mEE

Approved
Approved

Normal project / Project part / User - Modify ® ®
| userype _ Usereman |
| ;U-S-C?'-r-"jmg------------------—jRecord\rg | | iplusoffice@szpi.hu B — 1l |
| fatestuser2 |

| validfom _ vaidwo |
| [17112/2020 [ = |

m  Validate X Cancel

Comment

Only one Recording user can be active at a time on each Project or Project Part, however as many
Signatory user can be associated with a Project or Project Part as necessary (in such case all Signatory
users must complete the signing of the Report). Therefore, the existing roles must set accordingly
before the new role creation described in paragraph 2) b). In case of Recording user, the system sends
an error message if new user role is added when there is already an active Recording user.
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N¢ Vallidation messages

Valid from *
| 171222020

© Validate X Cancel

Viewing user information (user profile, role)

Users of a project / project part

A project-level user can see the project information, whereas a project part-level user can see the
project part information, under the Users tab; all (valid and invalid) users can be viewed. The project-
level Users tab is located under the Main data tab; the project part-level Users tab can be found under

the respective Project part tab.

([ZZXZE) Projectpare Reporting periods Budget indicators  Actividles  Activicyplan  Otherinfo _Contract _Project reports _Cases _Documents

i Prionity axis 2

Programme 10 Type omponent
2~ Susainable use of nacural and cultusal assets 211 - Bieydle patre

| [ Interreg v-A HUHR. Noemal || HukRs1601

propect ue Date of approval (MCIMO)
[ oznva0? |
Special contract conditionts)

| Progect summary

Contacts _Bank accounts [0

[0 @ ® founo recores

o esfen)

Recording projectuser projectuser

Normal project / Project part - View

Benaticiory ind o
2 | [ owvaror? N072019

e Project parti0
B HUHR/101/2.1.1/0001/81 B1-HR-TZMZ

ol c @ PP total cost (EUR) EU contribution (FUR)

Project part description

261062023

The user list screen also displays information about the user type (Recording Signatory, View), and the
validation of the user role (‘Valid from’, ‘Valid to’ fields). Detailed information about the user profile
can be reached, by selecting the user in question and clicking the ‘Information’ button.

Benehciary Contacts [[T0) neportingperiods Budget Other financial informatien _ Seneficiary Reports _Cases _Documents

O ®® Foundircos B |

Fecording User Project Part

sssss

M EE

O ® @ Founalrecorcs

Fro —
260082023 Recording

HUSR/1601/2.1.1/0001/81 Beneficiary HIUHRII801/2.1.1/0001

The user profile screen, beside the user information, provides information on the project(s) / project
part(s) the user is associated with. Under the Projects and/or Project parts tabs all projects / project
parts can be seen, the user holds a valid or invalid role.
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User Profile information

A user can view their roles and associated projects / project parts in the User profile. The details of the
user Profile is accessible through the View user profile.

@ prod-copy-haskrousinterregy % Keyclook Admin Comsole X $4 INTERREG- X B4 uats-hobcintenegplusews % | Keyclosk Admin Console X §4 INTERREGo 2021-2027HU: % P Bejelentések - Senvce Desk % #h Admenish synomyms, adre X+ 7 - o x
« c o 08 = interregplus.eu

LN+ 8 @ & @ H =
p .
= INTERREG:: My - oo & poease F}
View user profile [RE] User profie > ———
[ com user prome

3K, Request role
‘ F e s
In the upper half of the user profile, the user credentials are seen; in the lower part under the Projects

and the Project parts tabs, information is found about the user roles and the associated projects /
project parts.

User profile- View

Acive

Franttice

projects [EE L) Histery

O @ @ rounal recorcs

==

HUSR/1601/2.1.1/0001/81 Beneficiary

HIUHRII801/2.1.1/0001 260082023

Editing user information
Edit User Profile

To edit personal information of the user profile, access it via the User profie / Edit user profile
menupoint. Here the position, mailing address, and phone number can be provided.

= INTERREG: o Lo B

user profile - Modify ® |

ssssss

W

After making any changes, the user must save those with the ‘Save’ button located at the left bottom
corner.
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Keycloak account
The Keycloak is the authentication center of the INTERREG+ application. The user can change the First
and Last name, the user e-mail address and the password accessing it via the User profie / Keycloak
account menupoint.

NTERREGFE:

Edit Account

Authenticator

Cancel  save

NTERREG:: st

Change Password

When a modification is made, it must be saved with the ‘Save’ button.

Note that after changing the user e-mail, upon the first login attempt, the system will ask for
confirmation of the new user e-mail, therefore the user must be absolutely sure to provide an e-mail
address to which the user has access!

Note that the username cannot be modified.

Accepting a Project-level Role Request by Joint (Technical) Secreteriat

The Lead Beneficiary role request acceptance process is made by the Programme Manager of the
respective project. The User will be notified via automatic e-mail by the system.

Technical Assistance and Support

Should you have any technical issue concerning INTERREG+ IT System functioning, please
contact INTERREG+ Support Team at the iplussupport@szpi.hu e-mail address.

To support your case, please, provide a description of the problem with as much details as
possible, and attach screenshots, of which the entire screen is visible. Additionally, please
provide the Project (Part) ID and the username.
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